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Abstract: Grid computing has recently gained tremendous momentum but still is in its infancy. It has the potential for significant cost
reduction and the increased operating efficiencies in computing. Although security issues are delaying its fast adoption, gri d computing
is an unstoppable force and we need to provide security mechanisms to ensure its secure adoption. Grid security is a key component in
Grid computing.. The mainstream Grid security solution, Grid Security Infrastructure (GSI) for Globus Toolkit (GT), offers
comprehensive security services. This is achieved by applying public-key cryptography, cryptographic protocols methodologies and the
necessary infrastructural supporting services in which public-key authentication framework (PKI) is the main component. A desired
distinction would be that security services for Grid security should manifest and facilitate the Grid feature of advanced resource
sharing. In this article, we focus on Grid data storage security, which has always been an important aspect of quality of service. To
ensure the correctness of users’ data in the grid we Propose providing security using GDC. Public-key digital certificate has been
widely used in public-key infrastructure (PKI) to provide user public key authentication. However, the public-key digital certificate
itself cannot be used as a se curit y fa ctor to authenticate user. In this paper, we propose the concept of generalized digital
certificate (GDC) that can be used to provide user authentication and key agreement. A GDC contains user’s public information,
such as the information of user’s digital driver’s license, the information of a digital birth certificate, etc., an d a digital
signature of the public information signed by a trusted certificate authority (CA). However, the GDC does not contain any
user’s public key. Since the user does not have any private and public key pair, key management in using GDC is much simpler
than using public-key digital certificate. The digital signature of the GDC is used as a secret token of each user that will never be
revealed to any verifier. Instead, the owner proves to the verifier that he has the knowledge of th e signature by responding
to the verifier’s challenge. Based on this concept, we propose discrete logarithm (DL)-based protocol that can achieve user
authentication and secret key establishment.
Keywords—Grid Computing, Security, Public-key digital certificate, user authentication, key management, TPA.
---------------------------------------------------------------------------********---------------------------------------------------------------------------While Grid Co mputing makes these advantages more
1. INTRODUCTION
appealing than ever, it also brings new and challenging
Grid Co mputing has been envisioned as the next
security threats towards users’ outsourced data. Since grid
generation architecture of IT enterprise, due to its long list of
service providers (GSP) are separate administrative entities,
unprecedented advantages in the IT history: on-demand selfdata outsourcing is actually relinquishing user’s ultimate
service, ubiquitous network access, location independent
control over the fate of their data. As a result, the correctness
resource pooling, rapid resource elasticity, usage-based pricing
of the data in the grid is being put at risk due to the following
and transference of risk [1]. As a disruptive technology with
reasons. First of all, although the infrastructures under the grid
profound implications, Grid Co mputing is transforming the
are much more powerful and reliab le than personal computing
very nature of how businesses use information technology.
devices, they are still facing the broad range of both internal
One fundamental aspect of this paradigm shifting is that data is
and external threats for data integrity. Examples of outages and
being centralized or outsourced into the Grid. Fro m users’
security breaches of noteworthy grid services appear from time
perspective, including both individuals and IT enterprises,
to time [3]–[5]. Secondly, for the benefits of their own, there
storing data remotely into the grid in a flexib le on-demand
do exist various motivations for grid service providers to
manner b rings appealing benefits: relief of the burden for
behave unfaithfully towards the grid users regarding the status
storage management, universal data access with independent
of their outsourced data. Examples include grid service
geographical locations, and avoidance of capital expenditure
providers, for monetary reasons, reclaiming storage by
on hardware, software, and personnel maintenances, etc [2].
discarding data that has not been or is rarely accessed, or even
hiding data loss incidents so as to maintain a reputation [6]–
[8]. In short, although outsourcing data into the grid is
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economically attractive for the cost and complexity of long term large-scale data storage, it does not offer any guarantee on
data integrity and availability. This problem, if not properly
addressed, may impede the success ful deployment of the grid
architecture.
The primary requirements by Grid security are:

Need of secure communications for the Grid setting
of virtual organizations (VOs). A VO typically is composed of
users and resource providers beyond conventional
organizational boundaries. Thus a centrally-managed security
solution won’t suit GSI.

Ease of use by users. An important element in this
requirement is the need for provisioning “single sign -on” for
users, including delegation of credentials for computations that
involve mult iple resources and/or sites.

Applications of standard technologies. This not only
facilitates fast and ready deployment of the Grid technologies,
but also helps to ensure correct applications of security
techniques. GSI actually meets these requirements very well.
In specific, these are achieved via innovative applications of
public-key cert ification infrastructure (PKI) in a novel notion
of pro xy cert ificate, and Security Pro xy online servers. We
shall omit describing these techniques here as they should
already be familiar to the expected audience of this document.
It is however our understanding that the current GSI practice
does not make a noticeable impact on meeting the first
requirement in Section 1.3. Let us consider the most gen eral
setting for a VO of users and resource providers. In order for
the VO to be ab le to define flexib le and may be ad hoc security
policies which need to be applicable to these entities in a
uniformed manner, it is desirable that each of these entities has
strong security means which can enforce them in the execution
of the policy. For examp le, a VO policy may stipulate that a
resource (or a file) can become usable (accessible) by a user
only after the user has conducted certain work to have satisfied
a collaboration or service policy. Ho wever, in the current GSI
practice, security means that a user has an exclusive
entitlement to an action provided a cryptographic credential is
available. Indeed, in a non-TC environ ment, it is usually the
case that a user has the full access to, and thereby unlimited
usage of, an owned cryptographic credential, and this is a
consequence of missing behavior conformation as an important
security service. Without behavior conformation, it is very
difficult for the VO to apply fine granularity control on VO
policies. To put the problem in another way, the current GSI
practice has coarse policy enforcement on VO entit ies: an
entity is either an insider who then can do everything or
otherwise an outsider who is supposed and hopefully to be able
to do nothing.
As users no longer physically possess the storage of
their data, traditional cryptographic primit ives for the purpose
of data security protection can not be directly adopted. Thus,
how to efficiently verify the correctness of outsourced grid
data without the local copy of data files becomes a big
challenge for data storage security in Grid Co mputing. Note
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that simply down loading the data for its integrity verification is
not a practical solution due to the expensiveness in I/O cost
and transmitting the file across the network. Besides, it is often
insufficient to detect the data corruption when accessing the
data, as it might be too late fo r recover the data loss or damage.
Considering the large size of the outsourced data and the user’s
constrained resource capability, the ability to audit the
correctness of the data in a grid environ ment can be formidable
and expensive for the grid users [8], [9]. Therefore, to fully
ensure the data security and save the grid users’ computation
resources, it is of crit ical impo rtance to enable public
auditability for grid data storage so that the users may resort to
a verifier , who has expert ise and capabilit ies that the users do
not, to audit the outsourced data when needed. Based on the
audit result, verifier could release an audit report, which would
not only help users to evaluate the risk of their subscribed grid
data services, but also be beneficial for the grid service
provider to improve their grid based service platform. A digital
certificate is the comb ination of a statement an d a dig ital
signature of the statement. The well- k no w n dig ital
certificate is the “X.509 public-key digital c ertificat e ” [1].
The statement generally contains the user’s public ke y as
well as some other information. The signer of the digital
signature is normally a trusted certificate authority (CA). Th e
X.509 public-key digital certificate has been widely used in
public-key infrastructure (PKI) to provide authentication on
the user’s public key contained in the certificate. The user is
authenticated if he is able to prove that he has the kno wl e dg e
of the private key corresponding to the public key specified in
the X.509 public-key dig ital certificate. However, the pu blickey digital cert ificate itself cannot be used to authenticate a
user since a public-key dig ital cert ificate contains only public
information and can be easily recorded and played back once
it has been revealed to a verifier or Third party Auditor (TPA) .
In this paper, we propose an innovative approach
w hi ch enab les a user to be authenticated and a shared secret
session key be established with his communication partner
using any general form of d igital certificates, such as a
digital driver’s license, a digital birth certificate or a
digital ID, etc. We call this kind of d igital cert ificate as
a generalized digital certificate (GDC). A GDC contains
user’s public informat ion and a digital signature of this
public in format ion signed by a trusted CA. However, in
GDC, the public information does not contain any user’s
public key. Since user does not have any private and public
key pair, this type of digital certificate is much easier to
manage than the X.509 public-key digital certificates. The
digital signature of the GDC is used as a secret token of
each user. The owner of a GDC never reveals signature of
GDC to a verifier in plaintext. Instead, the owner computes a
response to the verifier’s challenge to prove that he has the
knowledge of the digital signature. Thus, owning a GDC
can provide user authentication in a digital world. In
addition, a secret session key can be established between the
verifier and the cert ificate owner during this interact ion.
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There are three entities in a digital certificate applic atio n.
They are the fo llowing:
a) Certificate Authority (CA): CA is the person or
organization that digitally signs a statement with its private
key. In PKI applications, the X.509 public-key digital
certificate contains a statement, including the user’s public
key, and a digital signature of the statement. The difference
between the GDC and the existing public-key digital
certificate is that in a GDC, the public information does not
contain any user’s public key.
b) Owner of a GDC: The owner of the GDC is th e
person who receives the GDC fro m a trusted CA over a
secure channel. The owner needs to compute a valid
“answer” in response to the verifier’s challenged “question”
in order to be authenticated and establish a secret session
key.
c) Verifier: The verifier is the person who challenges the
owner of a GDC and validates the answer using the owner’s
public information and CA’s public key.
In this paper, our goal is to propose a similar solution
in electron ic-world applications. We call it the generalized
digital cert ificate (GDC). A GDC contains public in format ion
of the user and a digital signature of the public in format ion
signed by a trusted certificate authority. The digital
signature will never be revealed to the verifier. Therefore, the
digital signature of a GDC beco mes a security factor that can
be used for user authentication.
Related Work
Our p roposed scheme is closely related to the IDbased cryptography [22]. In an ID-based cryptographic
algorith ms, each user needs to register at a private key
generator (PKG) and identify himself before join ing the
network. Once a user is accepted, the PKG will generate a
private key for the user. The user’s identity (e.g. user’s name
or email address) becomes the corresponding public key. In
this way, in order to verify a dig ital signature of a message,
the sender sends an encrypted message to a receiver, a user
only needs to know the “identity” of his communicat ion
partner and the public key of the PKG, which is ext remely
useful in cases like wireless communi- cation where predistribution of authenticated public keys is infeasible.
However, in an ID-based cryptographic algorith m, it is
assumed that each user already knows the identity of his
commun ication partner. Based on this assumption, there is no
need, nor have feasible ways, to authenticate the identity. This
is the main advantage of ID-based cryptography. Due to
this assumption, ID-based cryptography is only limited to
applications that commun ication entities know each other prior
to communication. While in our proposed GDC scheme, the
user does not need to know any informat ion of his/her
commun ication partner. The public information of a GDC,
such as user’s identity, can be transmitted and verified by
each communicat ion entity. Furthermore, this informat ion is
used to authenticate each other. In other words, our proposed
schemes support general PKI applications, such as Internet
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e-co mmence, that communicat ion entities do not need to
know each other prior to the communicat ion. Our proposed
solution is based on the combination of a conventional DL
based digital signature scheme and the well-known
(generalized) Diffie- Hellman assumption.

2. ElGamal Digital Signature
In the ElGamal scheme [25], a large prime 𝑝 and a
generator 𝑔 in the order of 𝑝−1 are assumed to be shared by all
users. The signer selects a random private key 𝑥 ∈ [1, 𝑝 − 2]
and computes the corresponding public key 𝑦 = 𝑔𝑥 mod 𝑝. The
signer first randomly selects a secret parameter 𝑘 ∈ [1, 𝑝−1]
with gcd(𝑘, 𝑝−1) = 1 and computes 𝑟 = 𝑔𝑘 mod 𝑝. Then, 𝑠 is
solved by knowing the signer’s secrets, 𝑥 and 𝑘, as
𝑚 = 𝑘𝑠 + 𝑟𝑥 mod 𝑝 − 1,
where 𝑚 represents the message digest of the message 𝑚′. (𝑟,
𝑠) is defined as the digital signature of the message 𝑚′. The
signature (𝑟, 𝑠) can be verified by checking whether the
equation is correct
𝑔𝑚 = 𝑦𝑟 𝑟𝑠 mod 𝑝,
In an ElGamal signature scheme, the parameter 𝑟 of the
signature can be computed off-line as 𝑟 = 𝑔𝑘 mod 𝑝. The
signature component 𝑠 is computed on-line. Readers can refer
to [26] for more discussion on the design of DLbased signature
schemes. Without loss of generality, we can represent the
generalized signing equation for all DL-based signature
schemes as 𝑎𝑥 = 𝑏𝑘 + 𝑐 mod 𝑝 − 1 where (𝑎, 𝑏, 𝑐) are three
parameters fro m the set of values (𝑚, 𝑟, 𝑠). More specifically,
each parameter can be a mathemat ical co mb ination of (𝑚, 𝑟,
𝑠). For example, the parameter 𝑎 can be 𝑚, 𝑟 or 𝑠. The
verification equation is determined accordingly as 𝑦a = 𝑟𝑏𝑔𝑐
mod 𝑝. There are 18 generalized ElGamal-type signature
variants.
Assume 𝐴 and 𝐵 have their private keys, 𝑥𝐴 and 𝑥𝐵, and their
corresponding public keys, 𝑦𝐴 = 𝑔𝑥𝐴 mod 𝑝 and 𝑦𝐵 =𝑔𝑥𝐵 mod
𝑝, respectively, where 𝑝 is a large prime integer and 𝑔 is a
primitive element of the multip licat ive group modulo 𝑝. Only
𝐴 and 𝐵 can compute a shared secret 𝐾𝐴B = 𝑦 𝐵 𝑥𝐴 = 𝑦 𝐴 𝑥𝐵 =
𝐾𝐵𝐴 mod 𝑝. DHA refers to the assumption that it is
computationally infeasible to determine 𝐾𝐴, without knowing
the private key 𝑥𝐴 or 𝑥𝐵. However, solving the private key 𝑥𝐴
or 𝑥𝐵 fro m the corresponding public key 𝑦𝐴 or 𝑦𝐵 is equivalent
to solving
the discrete logarithm problem.

3. User Authentication and Key Establishment
Protocol
1) Registration at CA: Let 𝐴 be the certificate owner and 𝐵 be
the verifier. 𝐴 needs to register at a CA to obtain a GDC. The
CA generates an ElGamal signature (𝑟𝐴, 𝑠𝐴) for user 𝐴’s
statement 𝑚′𝐴 according to equation (1), where 𝑚𝐴 is the
message digest of the statement 𝑚′𝐴. Since the signature
component 𝑟𝐴 is a random integer and does not
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depend on 𝑚𝐴, it does not need to be kept secret. However, the
signature component 𝑠𝐴 is a function of the statement. Each
owner needs to keep it secret fro m the verifier in the
authentication process. Our user authentication and key
establishment protocol is illustrated in Fig. 1.
2) Protocol: The authentication and key establishment protocol
contains the following four steps:
a) The user 𝐴 passes his user informat ion 𝑚′𝐴 and
parameters(𝑟𝐴, 𝑆𝐴) to the verifier 𝐵, where
𝑆𝐴 = 𝑟 𝐴 𝑠𝐴 mod 𝑝.
b) After receiving 𝑚′𝐴 and (𝑟𝐴, 𝑆𝐴), the verifier checks whether
𝑔𝑚𝐴 = 𝑦 𝑆𝐴 𝑟𝐴mod 𝑝,
where 𝑦 is the public key of the CA. If this equality holds true,
the verifier 𝐵 first randomly selects an integer 𝑣𝐵 ∈ [1, 𝑝 − 2],
then computes a challenge 𝑐𝐵 = 𝑟 𝐴 𝑣𝐵 mod 𝑝 and send 𝑐𝐵 to the
user 𝐴. Otherwise, the user authentication fails and the
protocol is stopped.
3) The user 𝐴 first uses his secret 𝑠𝐴 to compute the DiffieHellman secret key 𝐾𝐴,B = 𝑐 𝐵 𝑠𝐴 mod 𝑝, 𝐾′𝐴,𝐵 =𝐷(𝐾𝐴,𝐵), where
𝐷(𝐾𝐴,𝐵) represents a key derivation procedure with 𝐾𝐴,𝐵 as an
input. Then user 𝐴 randomly selects an integer 𝑣𝐴 ∈ [1, 𝑝 − 2],
computes 𝑐𝐴 = 𝑟 𝐴 𝑣𝐴 mod 𝑝 and the response 𝐴𝑐𝑘 = ℎ(𝐾′𝐴,𝐵,
𝑐𝐵∥𝑐𝐴), where ℎ(𝐾′𝐴,𝐵, 𝑐𝐵∥𝑐𝐴) represents a one-way keyed hash
function under the key 𝐾′𝐴,𝐵. The user 𝐴 sends 𝐴𝑐𝑘 and 𝑐𝐴 back
to 𝐵.
4) After receiv ing the 𝐴𝑐𝑘 and 𝑐𝐴 fro m the user 𝐴, the verifier
𝐵 uses his secret 𝑣𝐵 to compute the Diffie-Hellman
shared secret key 𝐾𝐵,𝐴 = 𝑆 𝐴 𝑣𝐵 mod 𝑝, 𝐾′𝐵,𝐴 = 𝐷(𝐾𝐵,𝐴), and
checks whether ℎ(𝐾′𝐵,𝐴, 𝑐𝐵∥𝑐𝐴) = 𝐴𝑐𝑘 is true. If this
verification is successful, the certificate owner 𝐴 is
authenticated by the verifier 𝐵 and a onetime secret session key
𝐵 𝑣𝐴 = 𝑟 𝐴 𝑣𝐴𝑣𝐵 = 𝑐 𝐴 𝑣𝐵 mod 𝑝 is shared between 𝐴 and 𝐵. This
shared key can provide perfect forward security.
In order to be authenticated successfully by the verifier, in our
protocol, the certificate owner needs to compute and send a
valid pair (𝑟𝐴, 𝑆𝐴) and 𝐴𝑐𝑘 to the verifier in steps 1) and 3).
The parameters (𝑟𝐴, 𝑆𝐴) need to satisfy
𝑔𝑚𝐴 = 𝑦𝑟𝐴𝑆𝐴 mod 𝑝.
This pair of integers can be easily solved by anyone. However,
we want to show that only the certificate owner 𝐴 who knows
the secret exponent of 𝑆𝐴 can compute a valid 𝐴𝑐𝑘. This is
because the verifier 𝐵 can compute the one-time secret key
𝐾𝐵,A used in generating the 𝐴𝑐𝑘 as 𝐾𝐵,𝐴 = 𝑆 𝐴 𝑣𝐵 = 𝑟 𝐴 𝑠𝐴𝑣𝐵 mod
𝑝.
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Fig:1 DL based Authenticati on & Exchange of Keys
According to the DHA, the certificate owner 𝐴 who knows the
secret exponent of 𝑆𝐴 can also compute 𝐾𝐴,B as 𝐾𝐴,𝐵 = 𝑐 𝐵 𝑠𝐴 = 𝑟
𝐴 𝑠𝐴𝑣𝐵 = 𝐾𝐵,𝐴 mod 𝑝. Thus, the certificate owner can interact
with the verifier and be authenticated successfully.

4. Security Analysis and Discussion
In this section, we will analy ze the security of the proposed
user authentication and key establishment protocol for the
unforgeability, one-wayness and nontransferability.
a) Unfo rgeability: In order to perform a forgery attack, the
attacker needs to present a valid pair (𝑟𝐴, 𝑆𝐴) in step 1)
and the corresponding 𝐴𝑐𝑘 in step 3) in order to impersonate
the certificate owner successfully. A valid pair (𝑟𝐴, 𝑆𝐴) alone in
step 1) cannot be used to authenticate the certificate owner
since this pair of parameters can be solved easily by the
attacker fro m equation (3). However, it is computationally
infeasible for the attacker to find the discrete logarithm of 𝑆𝐴
because the security
of the ElGamal signature
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scheme.Therefore, it is computationally in feasible for the
attacker to get a pair (𝑟𝐴, 𝑆𝐴) to satisfy
𝑔𝑚𝐴 = 𝑦𝑟𝐴𝑟𝑠𝐴 𝐴 mod 𝑝.
Due to the DHA, without knowing the secret exponent of 𝑆𝐴, it
would be infeasible for the attacker to compute 𝐾𝐴, and forge a
valid 𝐴𝑐𝑘 in step (3). On the other hand, the certificate owner
obtains the secret exponent of 𝑆𝐴 from
CA during the registration and the certificate owner can be
authenticated successfully in step 3). In summary, the security
of the unforgeability of our proposed protocol is provided
through combination of the security of the ElGamal signature
scheme and the DHA.Therefore, the proposed user
authentication and key establishment protocol is secure against
forgery attacks.
b) One-wayness: In step 1), the certificate owner presents 𝑆𝐴
to the verifier. The computation of secret 𝑠𝐴 from 𝑆𝐴 is
infeasible since computation of 𝑠𝐴 from the 𝑆𝐴 is a discrete
logarith m problem. A lso, in step 3), the cert ificate owner uses
the secret 𝑠𝐴 to compute the Diffie-Hellman key 𝐾𝐴,𝐵.
Although the verifier knows the Diffie -Hellman key 𝐾𝐴, , but
due to the DHA, the verifier cannot obtain the secret 𝑠𝐴.
Therefore, our proposed protocol satisfies the onewayness
property.
c) Nontransferability : Due to the DHA, a valid response 𝐴𝑐𝑘
can only be generated by a certificate owner who knows the
secret digital signature component 𝑠𝐴 such that 𝑟 𝐴 𝑠𝐴 = 𝑆𝐴 mod
𝑝, or by a verifier who knows the random secret of a random
challenge selected by the verifier. As the verifier selects a
random challenge each time, the response is only valid for a
one-time authentication. Since the digital signature of a GDC
is never passed to the
verifier, the verifier cannot pass the complete GDC to any third
party. There is no privacy intrusion problem in our protocol.
Therefore, a valid response 𝐴𝑐𝑘 cannot be transferred into a
response of another verifier’s challenge.
Our protocol enables a certificate owner to be authenticated
and two one-time shared secret keys 𝐾𝐴, and 𝑐𝐵𝑣𝐴 = 𝑟 𝐴 𝑣𝐴𝑣𝐵 = 𝑐
𝐴 𝑣𝐵 mod be established between 𝐴, the certificate owner, who
knows 𝑠𝐴 such that 𝑟𝐴𝑠𝐴 = 𝑆𝐴 mod 𝑝, and the verifier 𝐵 through
the authentication protocol. The former is used to generate the
𝐴𝑐𝑘, and the latter is established shared secret key between 𝐴
and 𝐵. In addition, it enables the owner to send a confirmat ion
𝐴𝑐𝑘 to the verifier. Since the Diffie- Hellman secret shared key
can be generated by either 𝐴 or 𝐵, the cert ificate owner 𝐴 can
deny participating in the protocol.
In the original DHA, it is assumed that the generator 𝑔 is a
primitive element of the mult iplicative group modulo 𝑝; wh ile
the parameter 𝑟𝐴 = 𝑔𝑘 mod 𝑝 in Theorem 1 is not necessarily a
generator. However, we can ensure that 𝑟𝐴 is a primit ive
element of the mult iplicative group modulo 𝑝 by requiring (𝑘,
𝑝−1) = 1 [27]. Part icularly, when 𝑝 = 2𝑝′+1 is a safe prime,
where 𝑝′ is also a prime, we can ensure 𝑟𝐴 is a primit ive
element of the mu ltiplicative group modulo 𝑝 if 𝑘 is an odd
number.
Similar to the ID-based cryptographic algorith ms, our
proposed protocol also has the key escrow problem, that is the
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CA knows the one-time secret session key shared between the
users. So me cryptographic algorith ms have been proposed to
solve the key escrow problem of the IDbased signature (IBS)
while enjoying the benefits of the IBS, such as certificateless
digital signature (CDS).

5. Conclusion
In this paper, we propose a privacy-preserving users auditing
system for data storage security in grid Co mputing. We utilize
GDC & the Hash key generated through Elgamal Dig ital
Signature & Deffie Hellman Key exchange Protocol to
guarantee that Verifier or TPA would not learn any knowledge
about the data content stored in the grid during the efficient
auditing process, which not only eliminates the burden of grid
user from the tedious and possibly expensive auditing task, but
also alleviates the users’ fear of their outsourced data leakage.
And also the user does not have any private and public key
pair, this type of digital cert ificate is much easier to man age
than the X.509 public -key digital certificates Considering TPA
may concurrently handle multip le audit sessions from different
users for their outsourced data files, we further extend our
privacy-preserving public auditing protocol into a multi-user
setting, where TPA can perform the mult iple audit ing tasks in a
batch manner.
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