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Abstract
This paper is to implement of a Vo IP media stream encryption device for secure audio communication between the participants based
on Mini S3C2440 (ARM 9) as a processor. Here we undergo RC4 encryption algorithm for secure data (audio) communication, to
enable the VoIP protocol we use SIP, RTP protocol. The device can be placed between the soft switch or IP-PBX and the VoIP
terminal, the encryption flow of data packetization is described when the VoIP protocol is SIP. Finally the device i s tested and
compares the voice signal at sender side and receiver side, the effectiveness in terms of clarity and security of the design is proved.

Index Terms: ARM 9 Mini S3C2440, SIP, RTP, RC4 Encryption algorithm, VOIP.

I.INTRODUCTION
VOIP (Vo IP over internet protocol) commun ication
technology is used to make phone calls through the internet
cost effective. Vo IP transmits packet via packet-switched
based network, on the other hand the traditional public
switched telephone network is based on circuit switched
network. The differences are as follows.
In circuit-switching network the path is decided up on before
the data transmission starts. Where as in packet switching
network each packet has to find it own route to the destination
and there is no pre determined path.
Circuit switching is a connection-oriented data transmission
where as packet switching network is a connectionless oriented data transmission.
Circuit switching is outdated and expensive where as packet
switching is more modern and cheaper.
Circuit
switching
establishes
fixed
bandwidth
circuits/channels between nodes and terminals before the users
communicate. Where as in packet switching is a
communicat ion method the packets are routed between nodes
over data links shared with other traffic.
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Vo ice over IP (voice over Internet Protocol, VoIP) is a
methodology and group of technologies for the delivery of
voice communicat ions and mult imedia sessions over Internet
Protocol (IP) networks, such as the Internet. Other terms
commonly associated with VoIP are IP telephony, Internet
telephony, voice over broadband (VoBB), broadband
telephony, IP commun ications, and broadband phone service.
Voice over Internet Protocol (VoIP) wh ich is also referred
to as internet telephony is a technology that transmits voice
signal in real t ime using the protocol (IP) over a public
internet or private data network. In a simpler term, it converts
voice signal which is analog to a digital signal in the device
before compressing and encoding it into long strings of IP
packets for upward transmission over the IP netwo rk to the
receiver. At the receiving end, the received IP packets
reassembles in order before deco mpressing and processing
through the use of a Digital to Analogue Converter (DA C) to
generate the initial signal transmitted [1].
Vo IP systems employ session control and signaling protocols
to control the signaling, set-up, and tear-down of calls.
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They transport audio streams over IP networks using special
med ia delivery protocols that encode voice, audio, video with
audio codec’s and video codec’s as Digital audio by streaming
med ia.

VoIP ARCHITECTURE
The major goal of the VOIP technology is establishing and
managing co mmunication sessions for transmitting both voice
and data over a IP network. So me additional data format like
video, text or images may also be supported by VoIP
transmission. During this process, a stable and reliable
transmission is maintained and the session can be put to end
when any of the parties decide to. The t wo widely used
protocols through the world today are the H323 and SIP
protocol. For the purpose of the system and our VOIP
deployment SIP protocol is used [1].

II. RELATED WORK
In this section SIP protocol, RTP protocol, min i S3C2440
processor, RC4 Encryption algorith m, are reviewed.
ARM9: (Mini2440 | S3C2440 ARM9 Board):
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Manufactured in mass production and released with strict
quality control. On startup it directly boots preinstalled Linu x
by default. There are no extra setup steps or configuring
procedures to start the system . It is easy for users to get
started. Anyone with very basic knowledge about the C
language can become pro ficient. The Min i2440 consist of on
board 64M SDRAM and NAND Flash, 2M NOR flash with
preinstalled BIOS, 100M Ethernet RJ-45 port (powered by the
DM9000 network chip). The MINI2440 development board
currently supports Linu x 2.6.29, Win CE.NET 5.0 and
Android.
SAMSUNG S3C2440 uses 16/32 bit A RM920T RISC
technology for the core. Its main Frequency is 400M Hz. It
provides an Ethernet controller DM 9000 and audio codec
UDA 1341TS which are useful fo r this paper.

Ethernet controller:
The DM9000 is a fully integrated and cost-effective
single chip fast Ethernet MAC controller with a general
processor interface, a 10/100M PHY and 4k Dwo rd SRAM. It
is designed with low power and high performance process.
The DM9000 supports 8-bit, 16-bit and 32-bit micro processor
interface to internal memo ry access for different processors
.the DM9000 also supports IEEE802.3X full- duplex flow
control.

AUDIO CODEC:
The UDA 1341TS is a single-ch ip stereo Analog-toDig ital Converter (ADC) and Dig ital-to-Analog Converter
(DA C) with signal process ing features employing b it stream
conversion techniques. Its fully integrated analog front end,
including Programmab le Gain Amp lifier (PGA) and a digital
Automatic Gain Control (A GC). Digital Sound Processing
(DSP) featuring makes the device an excellent choice for
primary home stereo Minidisc applications, but by virtue of
its low power and lo w voltage characteristics it is also suitable
for portable applicat ions such as MD/CD boom b o xes,
notebook PCs and digital video cameras.
The MINI2440 Development Board is based on the
Samsung S3C2440 microprocessor. Its PCB is 4-layer
boarded, equipped with professional equal length wiring
which ensures signal integrity. M INI2440 boards are
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Head phones: The head phone is used for giving audio
input and audio output to the Mini S3C2440 processor. For
Vo IP co mmunication between any two parties.
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In this paper the system use two protocols SIP, RTP for the
design of VOIP.

Session Initiation Protocol (SIP)
In this paper we are using session initiat ion protocol wh ich
was designed by IETF (internet engineering task force). It is
an application layer protocol that establishes, manages, and
terminates a mu ltimedia session (call). It can be used to create
two-party, mu ltiparty, or mu lticast sessions. SIP is designed to
be independent of the underlying transport layer; it can run on
either UDP, TCP, or SCTP. The major driv ing force behind
SIP is to enable VoIP [2].
.

Real-time Transport Protocol
Th is protocol is designed to handle real time traffic on the
internet. RTP doesn’t have a delivery mechanis m. It must be
used with UDP. RTP stands between UDP and the application
program. RTP supports the transfer of real-time med ia (audio
and video) over packet switched networks. It is used by both
SIP and H.323. The transport protocol must allow the receiver
to detect any losses in packets and also provide timing
informat ion so that the receiver can correct ly co mpensate for
delay jitter [2].
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In above code swapping of location of the numbers 0 to 255 in
the state table is done. After the initialization process is
completed then operation process is followed it is shown by
pseudo code below
i = j = 0;
for (k = 0 to N-1) {
i = (i + 1) mod 256;
j = (j + S[i]) mod 256;
Swap S[i] and S[j];
pr = S[ (S[i] + S[j]) mod 256]
Output M[k] XOR pr
}
M [0...N-1] is the input message consisting of N bits finally
the algorith m produces a stream of pseudo-random values.
The input stream is XORed with these values, bit by bit. The
encryption and decryption process is same as the data stream
is simply XORed with the generated key sequence.

Initial with
Nu mbers fro m
0 to 255

Fill with chosen key

Cipher/plain text

p lain/cipher text

RC4 ALGORITHM
In this paper the system uses RC4 encryption /decryption
algorith m for secure voice co mmunication between any two
participants. The algorith m is divided into two stages:
initialization and operation. The RC4 is a stream cipher and a
symmetric key algorithm the same algorith m is used for both
encryption and decryption. The logic used in the RC4
algorith m data stream is simp ly XORed with the generated
key Sequence. The key stream is independent of the plaintext
is used. To init ialize a 256-b it state table we use a variable
length key from 1 to 256 b it. The state table is used for
generation of pseudo-random bits and then to generate a
pseudo-random stream which is XORed with the p laintext to
give the cipher text [6].
The init ialization process is shown by pseudo-code below
j = 0;
for i = 0 to 255:
S[i] = i;
for i = 0 to 255:
j = (j + S[i] + K[i]) mod 256;
swap S[i] and S[j];
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Figure1: RC4 Encrypti on Algorithm
RC4 Steps
The steps for RC4 encryption algorith m is as follows:
1- Get the data to be encrypted and the selected key.
2- Create two string arrays.
3- Init iate one array with nu mbers fro m 0 to 255.
4- Fill the other array with the selected key.
5- Randomize the first array depending on the array of the
key.
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6- Rando mize the first array within itself to generate the final
key stream.
7- XOR the final key stream with the data to be encrypted to
give cipher text.

Digital
Voice
LAN

III. IMPLEMENTATION & RESULTS
In the imp lementation of the system as shown in the figure2.
Firstly load operating system WIN CE 5.0 software in to MINI
2440 ARM 9 board using DNW tool for creating platform.
The S3C2440 processor is ported with required modules like
Ethernet controller, LCD TFT display, head phones, RJ45.

Digital
Voice
If a connection is establish the voice of a sender side is act
as an input to the device. The voice is converted analog to
digital data by using audio codec UDA1341TS. For secure
voice commun ication between caller and callee the system use
a RC4 algorith m. The data stream wh ich is available fro m
audio codec is XORed with the generated key sequence. At
the receiver side data is decrypted and also audio CODEC is
used to get original voice o f the caller. At packetizat ion level
the system use RTP protocol because it supports the transfer
of real –time media (audio and video) over packet switched
networks. The RTP is used by both SIP and H.323. In this way
there will be secure voice conversion between the caller and
the callee.

FIGUR E 2: Hardware di agram of the system
SIP (session initiation protocol) is a signaling protocol and
also a text based protocol like HTTP to establish a call
connection between any two participants or to terminate the
call. Then necessary SIP message commands should write in
the code
In SIP there are six messages each command message used for
different purpose.
1 The caller init ializes a session with the INVITE
Message.
2 After the callee answers the call the caller sends an
A CK message for confirmat ion.
3 BYE message terminates a session
4 OPTIONS message queries a machine capabilities.
5 CANCEL message cancels an already started
Init ialization process.
6 REGISTER message makes a connection when the
Callee is not available.
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Caller (HOST)

Callee
The device is tested by taking a samp le voice. The tests results
have shown that sample voice at the sender side is replicated
at receiver side and vice - versa. The system can Support fullduplex secure commun ication of voice by taking 3 or 4 callees
(nodes) with the help of LA N. If there is any peer - peer
communicat ion the third person should not hear voice
conversation of others as the system used RC4 encryption
algorith m.
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CONCLUSION:
VOIP media stream encryption device is main ly imp lemented
for defence sector, R&D, and also for public do main for
secured voice commun ication at lo wer costs.
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