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Abstract
RC4 is the most popular stream cipher in the domain of cryptology. A systematic study of the hardware implementation of
RC4 is presented, and proposed the fastest known architecture for the cipher. The ideas of hardware pipeline and loop unrolling is
combined to design an architecture that produces 2 RC4 key stream bytes per clock cycle. I have optimized and implemented the
proposed design using verilog description, to obtain a final RC4 key stream in the respective technologies. The algorithm for the
cipher is intriguingly simple, and one can easily implement it within a few lines of code. This has been promoted RC4 as a natural
choice by introducing Common Boolean Logic. This is the fastest known RC4 hardware architecture. The main advantage of this
design it produces two bytes per clock cycle, this reduction in clock which will help to reduce the area and increase speed of
operation, thus total performance of the system which can be increase with this design.

Index Terms: Common Boolean logic , Cryptography, Loop Unrolling, Pipelining, RC4, Stream Cipher
--------------------------------------------------------------------- *** -----------------------------------------------------------------------I. INTRODUCTION
RC4 is a popular stream cipher to generate a stream of key
characters where each character of the key being added to a
character of the input stream to produce an output character.
This cipher is widely used in network protocols such as Secure
Socket Layer, Transport Layer Security, Wired Equivalent
Protection and Wireless Protocol Access. The cipher also finds
applications in Microsoft Windows, Lotus Notes, Oracle
Secure Standard Query Language etc. Though several other
efficient and secure stream ciphers have been discovered after
RC4, it is still the most popular stream cipher algorithm due to
its simplicity, ease of implementation and speed. In spite of
several cryptanalysis attempts on RC4, the cipher stands
secure if used properly.
RC4 has two components, namely the Key Scheduling
Algorithm (KSA) and the Pseudo-Random Generation
Algorithm (PRGA). The KSA uses the key K to generate a
pseudorandom permutation S of {0 ,1, . . .,N _ 1} and PRGA
uses this pseudorandom permutation to generate arbitrary
number of pseudorandom key stream bytes. A detailed
account of the design strategy and circuit analysis is presented.
The implementation of the design has been done using verilog
description, synthesized with 65 nm technology using
Synopsys Design Compiler in topographical mode.
In the proposed system a completely new design of RC4
hardware using efficient hardware pipeline and loop unrolling
simultaneously. This model provides a throughput of 2 bytes
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per cycle in RC4 PRGA, without losing the clock
performance. This is the major contribution in the RC4 design.
With strict clock period constraints, we could device a model
based on final design.RC4 has been used numerous forms and
shapes in a majority of cryptographic solutions based on
stream ciphers. The algorithm for the cipher is intriguingly
simple, and one can easily implement it within a few lines of
code. This has been promoted RC4 as a natural choice by
introducing Common Boolean Logic. This is the fastest known
RC4 hardware architecture. The main advantage of this design
is only need two byte per clock cycle, this reduction in clock
which will help to reduce the area and increase speed of
operation, thus total performance of the system which can be
increase with this design.

II. SYSTEM OVERVIEW
The design is described in terms of its components,
timing and throughput analysis, and implementation ideas. We
consider the generation of two consecutive values of Z
together, for the two consecutive plaintext bytes to be
encrypted. Assume that the initial values of the variables i, j,
and S are i0, j0, and S0, respectively. After the first execution
of the PRGA loop, these values will be i1, j1, and S1,
respectively, and the output byte is Z1, say. Similarly, after the
second execution of the PRGA loop, these will be i2, j2, S2,
and Z2, respectively. Thus, for the first two loops of execution
to complete, we have to perform the operations.
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Fig- 1: Circuit to compute i1 and i2.
To store S-array in hardware, we use a bank of 8-bit
registers, 256 in total.The output lines of any one of these 256
registers can be accessed through a 256 to 1 Multiplexer
(MUX), with its control lines set to the required address i1, j1,
i2, or j2. Thus, we need four such 256 to 1 MUX units to
simultaneously read S[i]1, S[i2], S[j1], and S[j2]. Before that,
it is necessary to know how to compute the increments of i and
j at each level.

Fig- 2: Circuit to compute j1 and j2.

Step 1: Calculation of i and j. Incrementing i0 by 1 and 2 can
be done by the same clock pulse applied to two synchronous
8-bit counters. The counter for i1 is initially loaded with
00000001 and the counter for i2 is loaded with 00000010, the
initial states of these two indices.

In RC4, all additions are done at modulo 256. Hence,
we can discard the 9th bit (k = 8) of the vectors R, C while
adding them together, and carry out normal 8-bit parallel
addition considering 0 ≤ k ≤ 7. Therefore, one may add R and
C by a parallel full adder as used for j1.

Thereafter, in every other cycle, the clock pulse is
applied to all the flip-flops except the ones at the LSB position
values 1, 3, 5, . . . , and that of i2 assuming only the even
values 2, 4, 6, . . . , as required in RC4. This is is assured as
the LSB of i1 will always be 1 and that of i2 will always be 0,
as shown in fig.1.For computing j2, there are two special cases
as follows:

Step 2: Swapping the S values. The two swap
operations in the third row results in one of the following eight
possible data transfer requirements among the registers of the
S-register bank, depending on the different possible values of
i1, j1, i2, and j2. We have to check if i2 and j2 can be equal to
i1 or j1[7].

j2 = j0 + S0[i1] + S0[i2] if i2 ≠ j1, and j2 = j0 + S0[i1] +
S0[i1] if i2 = i1.
The only change from S0 to S1 is the swap S0 [i1]
↔S0 [j1], and hence we need to check if i2 is equal to either
of i1 or j1. Now, i2 cannot be equal to i1 as they differ only by
1 modulo 256. Therefore, S1 [i2] = S1 [j1] = S0 [i1] if i2 = j1,
and S1 [i2] = S0 [i2] otherwise. In both the cases, three binary
numbers are to be added.
Let us denote the kth bit of j0, S0 [i1], and S1 [i2]
(either S0 [i2] or S0 [i1] by ak; bk, and ck, respectively, where
0 ≤ k ≤ 7. We first construct two 9-bit vectors R and C, where
the k th bits (0 ≤k ≤ 8) of R and C are given by
Rk = XOR ( a k, b k, ck ) for 0 ≤ k ≤ 7, R8 = 0,C0 = 0
Ck = ak-1b k-1 + bk-1ck-1 + ck-1ak-1 for 1≤ k ≤ 8.

So, the input data (1 byte) for each of the 256
registers in the S-register bank will be taken from the output of
an 8 to 1 MUX unit, whose data inputs are taken from S0[i1] ,
S0[j1] , S0[i2] , S0[j2] and the control inputs are taken from
the outputs of three comparators comparing 1) i2 and j1, 2) j2
and i1, 3) j2 and j1.
For the simultaneous register-to-register data transfer
during the swap operation, we propose the use of Master-Slave
JK flip-flops to construct the registers in the S-register bank.
This way, the read and write operations will respect the
required order of functioning, and the synchronization can be
performed at the end of each clock cycle to update the S-state.
Step 3: Calculation of Z1 and Z2. The main idea to get the
most out of loop unrolling in RC4 is to completely bypass the
generation of S1, and move directly from S0 to S2, as
discussed right before. However, note that we require the state
S1 for computing the output byte.
Table- CCCLXXXIII: Different cases for Register to
Register Transfer
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No.

Condition

Register-to-Register
Transfers

1

i2 ≠ j1 & j2 ≠i1 & j2 ≠ j1

S0[i1] → S0[j1],
S0[j1] → S0[i1],
S0[i2] → S0[j2],
S0[j2] → S0[i2]

2

i2 ≠ j1 & j2 ≠ i1 & j2 = j1

S0[i1] → S0[i2],
S0[i2] → S0[j1] =
S0[j2], S0[j1] →
S0[i1]

3

i2 ≠ j1 & j2 = i1 & j2 ≠ j1

S0[i1] → S0[j1],
S0[i2] → S0[i1] =
S0[j2], S0[j1] →
S0[i2]

4

i2 ≠j1 & j2 = i1 & j2 = j1

S0[i1] → S0[i2],
S0[i2] → S0[i1] =
S0[j1] = S0[j2]

5

i2 = j1 & j2 ≠ i1 & j2 ≠ j1

S0[i1] → S0[j2],
S0[j2] → S0[j1] =
S0[i2], S0[j1] →
S0[i1]

6

i2 = j1 & j2 ≠i1 & j2 = j1

S0[i1] → S0[j1] =
S0[i2] = S0[j2], S0[j1]
→ S0[i1]

7

i2 = j1 & j2 = i1 & j2 ≠ j1

Identity
permutation, no
data transfer

8

i2 = j1 & j2 = i1 & j2 = j1

Impossible, as it
implies i1 = i2 = i1 +1
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Fig-3: Circuit to compute Z1.
Computing Z1 involves adding S0[i1] and S0[j1] first,
which can be done using a 2-input parallel adder. The 256 to 1
MUX, which is used to extract appropriate data from S2,will
be controlled by another 4 to 1 MUX as shown in fig.3. This 4
to 1 MUX is in turn controlled by the outputs of two
comparators comparing



S0[j1] + S0[i1] and i2,
S0[j1] + S0[i1] and j2

Computation of Z2 involves adding S1[i2] , S1[j2] The
conditions can be realized using an 8 to 1 MUX unit
controlled by the outputs of three comparators comparing 1) i2
and j1, 2) j2 and i1, 3) j2 and j1. We can use the same control
lines as in case of the swapping operation. The circuit is as
shown in fig.4.
Z2 = S2[S2[i2] + S2[j2]] = S2[S1[j2] + S1[i2]].

The Z values are read from the S-registers after the
completion of the double-swap, and using the loop unrolling
logic from the first one-byte-per-clock design. That is, two
consecutive values of the output byte Z are read from the same
state S by using some suitable combinational logic. Similarly,
the increment of two consecutive i and j values are done
simultaneously using the combinational logic of the original
one-byte-per-clock design.
Z1 = S1[S0[j1] + S0[i1]] = Z1 = S2[S0[j1] + S0[i1]].
Fig-4: Circuit to compute Z2

IJESAT | Sep-Oct 2014
Available online @ http://www.ijesat.org

384

Ameena Abdul Salam* et al.

SSN: 2250-3676

[IJESAT] [International Journal of Engineering Science & Advanced Technology]

Volume-4, Issue-5, 382-387

III. PIPELINE STRUCTURE
For an intuitive pipeline architecture and timing
analysis of this new design, one needs to recall the pipeline
structures of the individual designs based on loop unrolling
and hardware pipelining.




Increment of indices I and j.
Swap operation in the S-register.
Read output byte Z from S-register.

In case of hardware pipeline, we used the idea of
pipeline registers to control the read-after-write sequence
during S-box swaps, and that resulted in a natural two stage
pipeline model for RC4 PRGA. In case of loop unrolling, this
idea of pipeline registers was not used at all, but the same
throughput was obtained by merging two consecutive rounds
of RC4 PRGA.

Fig-6: Port-sharing of KSA and PRGA
The two read accesses correspond to simultaneous
generation of two Z values at the last stage of PRGA, while
the four read and four write accesses correspond to the double
swap operation. While sharing the mutually exclusive
accesses, all the accesses from KSA can be merged among the
PRGA accesses. Therefore, the total number of read ports to
K-box is 2, the total number of read ports to S-box is 6 and the
total number of write ports to S-box is 4.
The port-sharing logic reduces the multiplexer area
significantly. It should be noted that the multiplexer logic to
the register banks claims the major share of area. The portsharing logic reduces a major share of this combinational area
in our design[5]. In fig.6, we illustrate the circuit structure for
the port-sharing logic that operates with the S-box during KSA
and PRGA. Note that K-box accesses are only made by KSA,
and there is no question of port sharing in that context. We
illustrate the port-sharing logic, using just one read and one
write port for simplicity.

IV. IMPLEMENTATION
Fig-5: Pipeline structure for 2-byte-per-clock design
In the design for 2 bytes per clock cycle throughput,
we propose a fusion of the two ideas, to generate a 2-stage
pipeline architecture, as shown in Fig.5. The double swap
operation starts at Stage 1 in this case, and takes the help of
pipeline registers to maintain the read after-write ordering
during the swap operations.
The PRGA and KSA will not run in parallel, so we
shared the read and write ports of S-box and K-box between
PRGA and KSA. From KSA, two read accesses to K-box are
required as two loops are merged per cycle. Further, four read
and four write accesses to S-box are needed for the double
swap operation. From PRGA, six read accesses to S-box and
four write accesses to S-box are required.
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The schematic diagrams for PRGA and KSA circuits
in the proposed design are shown in Figs. 6.4 and 6.5,
respectively. The PRGA circuit operates as per the 2-stage
pipeline structure, where the increment of indices takes places
in the first stage, and so does the double-swap operation for
the S-box.
In the same stage, the addresses for the two
consecutive output bytes ZnandZn+1 are calculated as the
swap does not change the outcomes of the addition S [in] + S
[jn] or S [in+1] + S [jn+1].In the second stage of the pipeline,
the output addresses Z n_addr and z n+1_addr are used to read the
appropriate key stream bytes from the updated S-box.
The circuit for KSA operates similarly, but has no
pipeline feature as the operation happens in a single stage.
Here, the increment of indices and swap are done for two
consecutive rounds of KSA in a single clock cycle, thereby
producing a speed of 2-rounds-per-cycle.
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Fig-7: KSA circuit structure
Fig- 8: PRGA circuit structure
Issues with KSA: Note that the general KSA routine runs for
256 iterations to produce the initial permutation of the S-box.
Moreover, the steps of KSA are quite similar to the steps of
PRGA, apart from the following:



Calculation of j involves key Kalong with S and I.
Computing Z1, Z2 is neither required nor advised.

This design obviously provides two output bytes per clock
cycle, after an initial lag of one cycle, as is evident from
Fig.6.3. Thus, for the generation of 2N key stream bytes in
RC4 PRGA, the circuit has to operate for just N+1 clock
cycles, thereby producing an asymptotic throughput of 2bytes-per-clock. In KSA, we simply omit Stage 2 of the
pipeline structure, and obtain a speed of two KSA rounds per
clock cycle. Thus, KSA is completed within 128 cycles in this
design.
Based on this schematic diagram for the circuits, and
the port-sharing logic described earlier, we now attempt the
hardware implementation of our new design.
The proposed structure for RC4 stream cipher is
implemented using synthesizable verilg description .The Sregister box and K-register box are implemented as array of
master-slave flip-flops . Carry Select Adder (CSLA) is one of
the fastest adders used in many data-processing processors to
perform fast arithmetic functions.
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From the structure of the CSLA, it is clear that there
is scope for reducing the area and power consumption in the
CSLA. This work uses a simple and efficient gate-level
modification to significantly reduce the area and power of the
CSLA. Based on this modification, the proposed design has
reduced area and power. This work evaluates the performance
of the proposed designs in terms of delay, area, power, and
their products by hand with logical effort and through custom
design and layout.
In modified architecture, an area-efficient carry select
adder by sharing the common Boolean logic term to remove
the duplicated adder cells in the conventional carry select
adder is shown in this way, it saves many transistor counts and
achieves a low power. Through analyzing the truth table of a
single bit full adder, to find out the output of summation signal
as carry-in signal is logic „0‟ is the inverse signal of itself as
carry-in signal is logic „1‟.
By sharing the common Boolean logic term in
summation generation, a proposed carry select adder design is
illustrated in the figure. To share the common Boolean logic
term it needs to implement one OR gate with INVERTER gate
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This model provides a throughput of 2 bytes per cycle
in RC4 PRGA, without losing the clock performance. This is
the major contribution in the RC4 design. RC4 is one of the
widely used stream ciphers which is used in network protocols
such as SSL, TLS, WEP and WPA. The cipher also finds
applications in Microsoft Windows, Lotus Notes, Oracle
Secure SQL etc. In spite of several cryptanalysis attempts on
RC4, the cipher stands secure if used properly. There are
obvious scopes for further improvement in throughput, using
more loop unrolling or better pipelining, and these or not
optimum in terms of area and speed. In the future, the further
look into the hardware architecture for optimizing the area is
needed and enhance the encryption process..
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