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Abstract— LFSR based PN Sequence Generator technique is
used for various cryptography applications and for designing
encoder, decoder in different communication channel. It is more
important to test and verify by implementing on any hardware
for getting better efficient result. As FPGAs is used to implement
any logical function for faster prototype development, it is
necessary to implement the existing design of LFSR on FPGA to
test and verify the simulated & synthesis result between different
lengths. LFSRs have long been used as pseudo-random number
generators for use in stream ciphers (especially in military
cryptography), due to the ease of construction from simple
electromechanical or electronic circuits, long periods, and very
uniformly distributed output streams. However, an LFSR is a
linear system, leading to fairly easy cryptanalysis. Here in this
paper we design and simulation for 8-bit Fibonacci LFSRs and
Galois LFSRs with feedback polynomial to study the
performance and analysis the behavior of randomness. Also the
simulation problem for long bit LFSR on FPGA is presented.
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I. INTRODUCTION
For generating data encryption keys, random numbers
are very much useful in the various applications such as
communication channel, bank security; etc. It is used to design
encoder and decoder for sending and receiving data in noisy
communication channel. In contrast, the use of feedback shift
registers permits very fast generation of binary sequences.
Shift register sequences with minimum length feedback
polynomial 8, 16 and 32-Bit LFSR based PNRG design and
simulation on FPGA. As we change the feedback polynomial
the run-length as well randomness also changes. Here we have
to design 8, Bit Fibonacci LFSR and Galois LFSR on FPGA
using VHDL with maximum length feedback polynomial to
understand the memory utilization and speed requirement.
Also we have presented the comparison of performance
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analysis based on synthesis and simulation result as well
identify the simulation problem for long bit LFSR.
FPGA is a predesigned reconfigurable IC. The FPGA
configuration is generally defined using a hardware
description language (HDL), similar to that used for an
application specific integrated circuit (ASIC).The HDLs are
VHDL and Verilog. We prefer VHDL for programming
because of its widely in use. FPGAs can be used to implement
any logical function that an ASIC can perform. Because of
various advantages and rapid prototype development can
possible, so FPGA is chosen here.
II. LINEAR FEEDBACK SHIET REGISTER
LFSR is a Linear Feedback Shift Register whose
input bit is a linear function of its previous state. The most
commonly used linear function of single bits is XOR. Thus, an
LFSR is most often a shift register whose input bit is driven
by the exclusive-or (XOR) of some bits of the overall shift
register value. Applications of LFSRs include generating
pseudo-random numbers, pseudo-noise sequences, fast digital
counters, and whitening sequences.

Fig. 1 Basic block diagram of 8 Bit LFSR

A maximum length of LFSR produces an m
sequence. (Possible 2n -1 state). For 8 bit, example if the taps
are at the 7th and 6th, bits (as shown), the feedback polynomial
is x7+x6+1.
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III. PROPOSED WORK
A.
First select the feedback polynomial. The 'one' in the
polynomial does not correspond to a tap it corresponds to the
input to the first bit. The powers of the terms represent the
tapped bits, counting from the left. The first and last bits are
always connected as an input and output tap respectively.
LFSR will only be maximum-length if the number of taps is
even. There must be no common divisor to all taps. Possible
valid feedback polynomial for 8 bit LFSR are given on table 1.
TABLE I. POSSIBLE AND MAXIMUM LENGTH POLYNOMIAL

B. Design of Fibonacci LFSRs
The bit positions that affect the next state are called the
taps. In the diagram the taps are [7,6,4 and 3]. The rightmost
bit of the LFSR is called the output bit. The taps are XOR'd
sequentially with the output bit and then fed back into the
leftmost bit. The sequence of bits in the rightmost position is
called the output stream. The bits in the LFSR state which
influence the input are called taps (white in the diagram). A
maximum-length LFSR produces an m- sequence (i.e. it
cycles through all possible 2n − 1 states) As an alternative to
the XOR based feedback in an LFSR, one can also use
XNOR.[1] This function is an affine map, not strictly a linear
map, but it results in an equivalent polynomial counter whose
state of this counter is the complement of the state of an
LFSR. This state is considered illegal because the counter
would remain "locked-up" in this state .The sequence of
numbers generated by an LFSR or its XNOR counterpart can
be considered a binary numeral system just as valid as Gray
code or the natural binary code.
• For 8 bit, example if the taps are at the 7th, 6th, 4th and
3rd bits (as shown),the feedback polynomial is
x7+x6+x4+x3+1

The LFSR is maximal-length if and only if the
corresponding feedback polynomial is primitive. This means
that the following conditions are necessary (but not sufficient):
The number of taps should be even. The set of taps — taken
all together, not pairwise (i.e. as pairs of elements) — must be
relatively prime. In other words, there must be no divisor other
than 1 common to all taps.
C. Design of Galois LFSRs
Named after the French mathematician Évariste Galois,
an LFSR in Galois configuration, which is also known as
modular, internal XORs as well as one-to-many LFSR, is an
alternate structure that can generate the same output stream as
a conventional LFSR (but offset in time).[2] In the Galois
configuration, when the system is clocked, bits that are not
taps are shifted one position to the right unchanged. The taps,
on the other hand, are XOR'd with the output bit before they
are stored in the next position. The new output bit is the next
input bit. The effect of this is that when the output bit is zero
all the bits in the register shift to the right unchanged, and the
input bit becomes zero. When the output bit is one, the bits in
the tap positions all flip (if they are 0, they become 1, and if
they are 1, they become 0), and then the entire register is
shifted to the right and the input bit becomes 1. To generate
the same output stream, the order of the taps is the counterpart
(see above) of the order for the conventional LFSR, otherwise
the stream will be in reverse. Note that the internal state of the
LFSR is not necessarily the same.
• For 8 bit, example if the taps are at the 7th, 6th, 4th
and 3rd bits (as shown),the feedback polynomial is
x7+x6+x4+x3+1

Fig 3: 8-Bit Galois LFSRs

Fig 2: 8-Bit Fibonacci LFSRs
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The Galois register shown has the same output
stream as the Fibonacci register in the first section. A time
offset exists between the streams, so a different startpoint will
be needed to get the same output each cycle. Galois LFSRs do
not concatenate every tap to produce the new input (the
XOR'ing is done within the LFSR and no XOR gates are run
in serial, therefore the propagation times are reduced to that of
one XOR rather than a whole chain), thus it is possible for
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each tap to be computed in parallel, increasing the speed of
execution. In a software implementation of an LFSR, the
Galois form is more efficient as the XOR operations can be
implemented a word at a time: only the output bit must be
examined individually.
IV. SYNTHESIS AND SIMULATION
To design and simulation for 8-bit Fibonacci LFSRs and
Galois LFSRs with maximum length feedback polynomial In
this design, we describe the RTL-level of the LFSR pseudorandom number generator for 8-bit using VHDL language,
and use the Xilinx’s chip XC3S 1000 Sparta3 as the target
chip.
A. Simulation Result of 8-bit Fibonacci LFSRs and Galois
LFSRs
The simulation waveform for 8-bit Fibonacci LFSRs and
Galois LFSRs are shown in Fig. 4 and Fig. 5 respectively.

number of Total logic element, Total combinational functions,
and dedicated logic register and Total registers.
In a software implementation of an LFSR, the Galois
form is more efficient as the XOR operations can be
implemented a word at a time: only the output bit must be
examined individually. LFSR is sufficient for different
cryptographic applications, as well as use in counters, circuit
testing, digital broadcasting and communications etc.
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Fig 4: Simulation Result of 8 bit Fibonacci LFSR

Fig 5: Simulation Result of 8 bit Galois LFSR
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